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Abstract: The paper demonstrates that Al, and currently GenAl, enable Islamic terrorist
(jihadist) organisations to feel increasingly confident in the world of modern information
and communication technologies. Al and GenAl have become highly effective tools in the
hands of jihadist organisations, and their ease of use, wide and nearly unlimited availability
combined with weak safeguards make them what can be described as intensifiers and
catalysts of jihadism. GenAl provides a space for an almost revolutionary transformation of
jihadist operations in terms of speed, efficiency and scale, while also allowing them to wage
an effective “hallucinatory war”. The use of Al and GenAl by jihadist organisations focuses
on three main areas: 1) personalised propaganda and disinformation; 2) interactive,
selective recruitment and radicalisation; 3) combat applications and use on the battlefield
(autonomous vehicles and drones). In this context, the religious and philosophical
perspective is crucial. A challenging and problematic issue is Al's alignment with societal
values and Islamic teachings, and its potential use by jihadists.
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1. Introduction. Methodological assumptions

Artificial intelligence (AI), and in particular generative artificial
intelligence (GenAl), represents one of the most recent and innovative
developments in information and communication technologies, enabling
humanity to access a wide range of functions and services in a fast,
convenient and efficient manner.

Broadly understood artificial intelligence cannot be viewed in binary
terms. As a relatively new phenomenon, it has two dimensions. On the one
hand, Al brings numerous benefits - it increases operational efficiency,
automates tasks, supports decision-making and forecasting, enables the
analysis of large data sets, and, in the case of GenAl, can even create
reality. On the other hand, however, improper use of Al, or its exploitation
by bad actors (such as terrorist organisations), can lead to serious
disruptions in the functioning of societies and states, and thus to
significant challenges to international security. These may include erro-
neous or manipulated individual and even group decisions, violations of
privacy through data leaks, large-scale international fraud, as well as the
coordination and facilitation of planning and carrying out terrorist
attacks, the strengthening and expansion of cyberterrorism, the increased
reach and effectiveness of cyber wars, or easier conversion to Islam and
religious radicalisation through the creation of a distorted image of
reality. In this context, the religious and philosophical perspective is
crucial, as it examines AI's alignment with societal values and Islamic
teachings. Certain Islamic principles may raise concerns when considering
the current trajectory of Al development. These include issues related to
autonomy and free will, privacy, bias and fairness, preservation of life,
economic disparity, and transhumanism.

Nowadays, radical Islamic terrorist organisations, e.g., Al-Qaeda, the
Islamic State, or Hezbollah, increasingly utilise new technological solu-
tions across various aspects of their activities, particularly those based on
artificial and generative intelligence. Al and generative Al are employed
by these groups for internal communication, recruitment processes, as
well as for planning, organising and ultimately carrying out terrorist
attacks. Al can be and is used by Islamic terrorist organisations to create
deepfakes (false videos and recordings), conduct targeted propaganda
campaigns (e.g. based on age or gender), and engage in other forms of
disinformation, which can lead to manipulation of public opinion, repu-
tational damage, and even disruption of democratic processes. The
emergence and use of broadly defined artificial intelligence thus represent
a significant opportunity for terrorist organisations not only to expand
the scope of their operations and increase the efficiency of achieving their
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objectives, but also to infiltrate areas and domains which were previously
inaccessible to them.

The research objective of this paper is therefore to demonstrate the
various forms of use of Al and generative artificial intelligence by selected
radical Islamic terrorist organisations, as well as to identify the dangers
posed by these terrorist groups’ utilisation of new technologies in the
form of Al and generative Al This article focuses on the complex and
nuanced relationship between Al and Islamic ethics. It is important
because the Muslim world is not just a passive observer but an active
participant in the realm of Al and GenAl development and regulation. The
Muslim world is actively involved in Al and GenAl development and
regulation, contributing Islamic ethical and philosophical perspectives to
global discourse. This involvement is multifaceted, encompassing the
development of a moral framework, policy advocacy, and practical appli-
cations that align with Islamic values.

The research problem centres on the question of how (through which
instruments) radical Islamic terrorist organisations utilise Al and
generative Al in their activities, as well as how and to what extent these
technologies facilitate their operations.

The research hypothesis states as follows: rapid democratisation of
artificial intelligence and generative artificial intelligence enables Islamic
terrorist organisations to exploit these technologies, increasingly
implementing advanced, innovative and novel applications in their
terrorist tactics. By utilising Al and generative Al across various aspects of
their operations, Islamic terrorist organisations are becoming more and
more active, effective and dangerous - especially from the Western per-
spective - non-state actors on the international stage. Artificial intelli-
gence, and especially generative artificial intelligence, have emerged as
some of the key determinants, instruments and tools used to intensify and
expand the scope of hybrid threats, including radicalisation, jihadism
(gital) and cyber-jihadism (Pratt 2006, 438-456).

The resolution of the above-mentioned research problem and the
verification of the research hypothesis will be carried out using the follo-
wing research methods: 1) factor analysis, aimed at identifying the areas
(spheres/fields) of influence of the use of artificial intelligence and
generative artificial intelligence in hybrid operations on international
security; 2) causal analysis, intended to identify the reasons behind the
increasingly intensive and expansive adoption of Al and generative Al
tools by Islamic terrorist organisations, as well as to indicate the conse-
quences of their use; 3) case study analysis of specific instances of Al
utilisation by Islamic terrorist organisations; 4) content analysis involving
the examination of available literature on the subject within the field
under discussion.

The paper is divided into five parts. The introduction covers the
background of the subject matter, highlighting the importance of the
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phenomenon under study, as well as the methodological assumptions.
Next, a theoretical approach is applied, as the second part presents the
origins and definitional challenges of key scientific terms central to the
text, such as artificial intelligence and generative artificial intelligence.
The third part is dedicated to outlining specific areas (spheres) of Al and
generative Al's influence on the intensification of the hybrid threat posed
by jihadism. The penultimate section presents case studies of the use of
artificial intelligence and generative artificial intelligence by radical
Islamic terrorist organisations to promote ideology and conduct jihadist
activities. The final, fifth part contains the conclusions drawn from the
conducted research.

2. What is Al and Generative Al - Theoretical Approach

Artificial intelligence, as a scientific term, was coined by John
McCarthy, an American computer scientist, who first employed it in 1956
during the Dartmouth Al Conference, in reference to intelligent machines
designed in such a way that the outcomes of their operations would reflect
the results of human thought processes (Sheikh and Prins and Schrijvers
2023, 15-41).

Since then, over the course of nearly seven decades, the concept of Al
has undergone substantial evolution, shaped primarily by rapid scientific
and technological progress (particularly in the fields of computer and
engineering science) as well as by revolutionary developments in media
and communication (Haenlein 2019, 1-9). In the scholarly literature, Al is
therefore presented both as a domain of knowledge and as its artefacts,
such as bots, including chatterbots, search bots, shopping bots, databots,
updatebots and infobots, as well as various types of robots, including
humanoid robots (Gaikwad 2018, 2305-2306).

The very term Al is exceptionally difficult to define, as it may be
considered from multiple dimensions and at various levels. To date, no
single, universally accepted definition has been established, and it can be
assumed that the creation of such a definition is impossible, given the
scientific breadth and complexity of the term.

Over the span of nearly seven decades since the term’s first use,
several hundred different definitions of the concept have emerged,
applied depending on the context of Al usage, the level of technological
advancement and the sophistication of new media (Meacham 2021, 1-2).
For example, as early as the 1970s, Richard Ernest Bellman described
artificial intelligence as the process of automation of certain activities
such as decision-making and learning, which reflect human intelligence
(Bellman 1978, 12). Almost two decades later, Robert J. Schalkoff cha-
racterised Al as a sphere of study aiming to clarify and simulate intelligent
behaviour through computational processes (Schalkoff 1990, 35). Paul
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Thagard, focusing on the scientific aspect of Al, defined it as a discipline
encompassing issues such as neural networks, algorithms, artificial life,
fuzzy logic, robotics and evolutionary computation. He emphasised that Al
is a part of computer science concerned with studying the rules governing
smart human behaviours, creating models of these behaviours and con-
sequently developing computer programmes that simulate them (Thagard
1993, 11). In the 21* century, Peter Menzel and Faith D’Aluisio pointed out
that artificial intelligence is a method of programming that enables
computers to operate autonomously, including learning, reasoning, adap-
ting to their environment, correcting and improving their performance
(Menzel and D’Aluisio, 2001, 82). Around the same period, Stuart Russell
and Peter Norvig simply defined Al as systems that act and think like
humans - that is, they think and behave rationally (Russell 2003, 16). Missy
Cummings viewed Al as the possibilities of computers to perform tasks
that require human intelligence, such as image processing, speech recog-
nition, and decision-making (Cummings 2018, 7). Michael C. Horowitz
simply defined Al as the use of computers in ways that simulate intelligent
human behaviour (Horowitz 2018, 40). Finally, Max Tegmark described
artificial intelligence in very simple terms as non-biological intelligence
(Tegmark 2019, 58).

Artificial intelligence is thus understood in two ways. On the one
hand, there is an anthropocentric approach, which is characterised by see-
king similarities between artificial and human intelligence (Bostrom 2016,
55). This perspective highlights a range of shared traits and numerous
similarities between what characterises human and artificial intelligence.
On the other hand, however, this way of defining Al faces extensive
criticism, and a non-anthropocentric or even anti-anthropocentric ap-
proach has become dominant. In this latter case, it is emphasised
primarily that computers cannot think like humans because they simulate
thinking rather than duplicate it. Moreover, supporters of the non- or
anti-anthropocentric view stress that artificial intelligence is simply a
concrete algorithm designed to achieve a defined goal or solve a specific
problem. Al is thus software whose code contains algorithms that make
decisions based on processed data in order to enable machines to perform
tasks consciously (PrimoZ 2024, 31-50). Therefore, artificial intelligence
does not need to think in a manner corresponding to human intelligence,
nor does it need to resemble the functioning of the human brain.
Furthermore, decisions made by algorithms processing vast amounts of
data often exceed the scope of human knowledge and interpretative
capabilities (Bostrom 2016, 55).

To summarise the theoretical considerations on artificial intelligence,
it should be noted that the English-language literature classifies Al among
the emerging threats - factors arising as a result of technological
development that may contribute to significant threats to the functioning
of actors in international relations (Emerging 2025).
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Generative Al, in turn, is a specific type or branch of artificial
intelligence that, unlike traditional Al, possesses creative power - it can
generate new, original content such as texts, images, sounds, videos,
games (including generating successive game levels), as well as product
visualisations or prototypes. Its development and initial successes date
back to the 2020s and are associated with advancements in deep neural
networks based on transformers, especially large language models (Ashraf
2024, 716-725). The foundation of GenAl lies in deep learning, a form of
machine learning that mimics the human brain’s data processing and
decision-making patterns. Artificial neural networks, composed of many
interconnected layers, process and transmit information by emulating
neurons in the human brain (Alalaq 2025, 1-15).

Looking at the origins of GenAl, it should be noted that one of the
first cases of its widespread use occurred only in the spring of 2020, when
in March an anonymous researcher from the Massachusetts Institute of
Technology released a free online application, 15.ai, capable of generating
realistic voices of characters using minimal training data. The success of
GenAl proved extraordinary and spread at a revolutionary pace (Gene-
rative 2025). Almost immediately, it found broad applications across
numerous sectors, including computer science, robotics, software
development and the design of virtual assistants that generate human-like
responses, as well as in business, marketing, finance, customer service
sectors, advertising, medicine, healthcare, scientific research and the
broadly understood entertainment industry - including pop culture - as
well as in art, literature and even fashion (Marr 2024). For nearly five
years, the following have remained in widespread use: 1) text-based
chatbots or programmes designed to simulate conversations with humans,
including ChatGPT, Copilot, Google Gemini, Llama 2, DeepSeek and Claude;
2) Al-based image generation systems that transform text into images or
videos, such as Stable Diffusion, Midjourney, Bing Image Creator and
DALL-E 3; and 3) voice generators that convert available text into speech,
such as Microsoft VALL-E, or into video, such as Sora. Tech giants such as
Microsoft, Google, Bing Chat, Baidu, OpenAl and Anthropic have developed
their own generative artificial intelligence models, which are widely
available in various versions and levels of advancement (Wood 2024).

To summarise the theoretical issues related to Al and GenAl, it should
be noted that GenAl utilises advanced machine learning models to analyse
data and generate new, unique outputs that mimic human creativity.
Thus, it can be stated that while the task of Al is to analyse existing data,
categorise it and forecast certain scenarios, the task of GenAl is to create
an entirely new reality (new data). Generative Al is therefore perceived as
a kind of virtual expert that supports human ingenuity, innovativeness,
efficiency, resourcefulness and unconventional thinking.

The third decade of the 21 century can thus be described as the
decade of GenAl The success of this tool is indeed extraordinary. Like Al
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GenAl possesses a wide range of advantages and shows excellent prospects
for the future in developing even more advanced instruments (Raiskin
2019, 53-60). However, in the case of GenAl, concerns about its potential
misuse arise to an even greater extent than with Al, especially by non-
state actors, including terrorist organisations. GenAl indicates not only
remarkable technological progress that contributes to facilitating human
life and the functioning of the world, but also entails increased risks
related to cyberterrorism, cybercrime, the easy generation of fake news,
the creation of false or distorted images of reality, mass production of
deepfakes, manipulation and control of individual or mass audiences of
the disseminated content, and on a broad scale, the threat of information
warfare (Verma and Goyal 2024). The ethical aspects of GenAl usage -
particularly regarding human rights issues, the use of biometric systems,
improper control of migration, as well as the authenticity and integrity of
generated texts, the dissemination of false information or deliberate fraud
- raise numerous concerns and require appropriate legal regulations. The
legislation concerning GenAl currently represents an urgent and signi-
ficant challenge for political decision-makers at both national and
international levels (Kajjo 2024).

The Islamic world doesn’t exempt itself from the challenges asso-
ciated with Al and GenAl The most significant challenges are related to
Islamic doctrine and the ethical aspects of Islam in the context of using AL
Muslim states take different initiatives to become active global actors in
the Al sphere. They participate in the development of Al and GenAl, which
nowadays shape a crucial part of human life. The Islamic world has to find
a balance between technological progress in the Al sphere and adherence
to Islamic ethics. Discussions focus on the interactions between Al and
Islamic doctrine. The Muslim scientists emphasize the need for a nuanced
approach that respects Islamic teachings while embracing the benefits of
AL They encourage taking initiatives to develop Al systems that adhere to
ethical guidelines informed by Islamic principles. They emphasize that the
initiatives must promote fairness, transparency, and accountability in
decision-making processes, as well as in Al algorithms and new human-
centered design. The connection between Al and Islam must reflect the
integration of Islamic doctrine with technological advancements. The
active involvement of the Muslim world in Al development and regulation
demonstrates a commitment to ensuring that Al advances in the Islamic
states in a manner compatible with the Islamic doctrine (Ali 2024).

3. Al and GenAlI as Intensifiers of Jihadism - theory and practice
Attempting to identify how, through which tools and in what areas Al

- especially GenAl - become actual and potential intensifiers and propa-
gators of jihadism utilised by Islamic terrorist organisations, it is nece-
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ssary to consider at least some of the most active dimensions (spheres) of
their use and operations, namely: 1) personalised propaganda (Whittaker
2022, 71-79) and disinformation (Terrorist, 2024); 2) interactive, selective
recruitment (Esmailzadeh 2023, 535-543) and radicalisation (Early 2023); 3)
combat applications and use on the battlefield (Snyman 2024).

In reference to the spheres outlined above, in which Al - and
particularly GenAl - may become an effective instrument in the hands of
radical Islamist terrorist organisations, thereby serving as a propagator
and intensifier of jihadism, it is worth presenting specific instances of such
activities that have occurred in recent months and years. It must be
stressed that the primary objective of Islamist terrorist organisations
employing GenAl is hallucinatory propaganda aimed at broad audiences,
deliberately distorting the perception of reality so as to evoke prede-
termined emotions and behaviours among recipients. This means that, at
first glance and without thorough examination of an image or text, the
transmitted information may appear coherent. However, upon closer, in-
depth analysis, it proves to be unreliable, internally contradictory, devoid
of logical sense and therefore false. In light of this, it can be concluded
that GenAlI has the potential to enhance the capacity of Islamist terrorist
organisations to influence the behaviour of ordinary individuals and
create difficulties in distinguishing between genuine and fabricated online
content. Bots, for example, can flood forums and social media platforms
on a massive scale, manufacturing a false dynamic of discussion and
fuelling social tensions, including those along racial or religious lines. This
constitutes an exceptionally dangerous phenomenon that has already
become an integral part of the reality surrounding human existence - on a
global scale (Neifakh 2024).

Citing several examples of the use of Al and GenAl by radical Islamist
terrorist organisations in the realm of personalised propaganda, dis-
information and interactive - often selective - recruitment and radica-
lisation, it is worth referring to the latest stage of the conflict in the Gaza
Strip. This is undeniably a conflict in which, due to its complexity,
multidimensional nature and the profound emotional charge, as well as
political and social controversy surrounding it, terrorists exploit GenAl to
publish online images and videos aimed at escalating violence, disse-
minating disinformation, conducting a “hallucinatory war” and portraying
themselves as victims. For this purpose, they employ certain images of
children and young people who have been injured or killed as a result of
Israeli attacks (the disproportionate attacks by Israel and the policy of
violence pursued by the Israeli authorities under Prime Minister Benjamin
Netanyahu must be unequivocally condemned!). These images are deli-
berately selected rather than chosen at random, aiming to evoke the
strongest possible emotional responses and to escalate chaos, as well as to
trigger heated discussion, particularly online, between supporters and
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opponents of Israel’s brutal military campaign in the Gaza Strip (Siegel
2024).

Another example of “hallucinatory war” involves images and videos
depicting IDF soldiers wearing diapers, which surfaced on social media.
These materials appeared to have been generated by a group linked to
Hamas through the use of GenAl, with the aim of undermining the
authority of the Israeli army. The images spread rapidly across the
Internet, escalating disinformation about the reality on the ground in the
Gaza Strip (Siegel 2024).

Some Islamist terrorist organisations have also published guidelines
on the use of Al and GenAl for producing propaganda and spreading
disinformation. Examples of such activities include: 1) a technical manual
on the safe use of GenAl tools published by IS in the summer of 2023; 2) a
guide to memetic warfare in which jihadist groups (including those
affiliated with al-Qaeda and 1S) provided instructions on how to employ
Al- and GenAl-based image-generation tools to create extremist memes
(Criezis 2024); 3) the use of GenAl by IS and IS-affiliated organisations to
translate propaganda speeches and communiqués into Arabic, Indonesian
and English - a practice that has become widespread in order to expand
their reach (Minniti 2025); 4) the use of GenAl by al-Qaeda-affiliated
organisations to produce propaganda materials and posters (Criezis 2024).

Thanks to GenAl, Islamist extremist groups are able to scale both the
quality and quantity of their propaganda more easily. Admittedly, in order
to identify vulnerabilities in GenAl systems, practitioners attempt to
bypass GenAl model safeguards by simulating the ways terrorists might
try to circumvent protections, and technology companies implement “red
teaming” activities, in which they actively engage experts to reveal po-
tential security gaps. However, this does not guarantee success or com-
plete protection against terrorist activities. Moreover, a black market
dedicated to the so-called jailbreaks - methods of circumventing the
ethical safeguards embedded in Al models - has already emerged. GenAl
may be capable of providing instructions on how to bypass security
systems, as well as how to construct weapons or organise the structures of
terrorist cells. This is particularly attractive to lone-actor attackers
(Weiman 2024, 17-24).

When analysing cases of GenAl use by terrorist groups, it is also
important to highlight its potential application in manipulating and
circumventing content moderation of materials that promote violence
and extremism, which these groups disseminate online both syn-
chronously and asynchronously. This implies that GenAl can be easily
employed to conceal and evade detection, for instance on social media
platforms, of both the sources of such manipulations and the very mo-
deration processes. A striking example of such practices is the su-
perimposition of cartoon characters onto live-streamed video materials of
terrorist attacks. This occurred during the Christchurch attack in 2019,
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when the characters from the Minions animated films were overlaid onto
victims in order to evade detection of the terrorists and to make the attack
itself more attractive (Saltman and Gilmour 2025).

GenAl can also significantly enhance the capabilities of Islamic ter-
rorist organisations to personalise their recruitment activities, particu-
larly given the importance that groups such as Al-Qaeda and IS attach to
tailored and targeted strategies. Recruitment chatbots can be employed by
terrorists on social media platforms and in online gaming environments in
an increasingly efficient way, simulating everyday conversations and
encouraging users to familiarise themselves with more extreme content. A
notable case from the United Kingdom involved the planning of a terrorist
attack with the participation of a chatbot. Jaswant Singh Chail planned an
attack on Queen Elizabeth II using a crossbow, acting under the influence
of his “Al-girlfriend” (Mathur and Boekaert and Clark 2024).

Propaganda and disinformation using GenAl tools have become
tailored to specific contexts, personalised and easier to produce. Their
activities also include deepfakes of fictional or real online personalities, as
well as audio or video recreations, aimed at creating more engaging
content for audiences. As an example, one can point to the appearance on
the Internet of deepfakes concerning the Bali bombings carried out by the
Jemaah Islamiyah group linked to Al-Qaeda, which brought the terrorists
back to life, and these revived figures encouraged viewers to carry out
attacks and incited violence (Saltman and Gilmour 2025). More sophis-
ticated GenAl-generated images are now visible in official publications
associated with ISIS.

The aforementioned activities also extend to the modification of
existing online games by Islamic terrorist groups or the creation of their
own online gaming environments. A report by Tech Against Terrorism
from January 2023 highlights trends related to terrorism and extremist
ideology online, noting that gaming platforms constitute a part of a
broader problem. Gaming networks (multiplayer games and their plat-
forms) are used by radical groups not only to disseminate extremist con-
tent that is removed from major social media platforms and is available
only on the dark web, but also to establish contacts and build networks
(Report 2023). Online games can be used to embed symbolic content,
thereby normalising its reception. For example, one such game is Quest for
Bush, released in 2006 by the Global Islamic Media Front, in which players
completed six missions fighting against American soldiers resembling
presidents, and in the final, seventh mission, directly confronting the
president in a desert setting. Throughout the game, jihadist songs are
played in the background. ISIS, in turn, modified the popular game Grand
Theft Auto, allowing players to assume the role of ISIS fighters killing police
officers and attacking military vehicles carrying explosives. In Assassin’s
Creed, ISIS inserted flags supporting its cause. Hezbollah developed the
Special Force and Special Force 2 series, which simulated military missions
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against the IDF. All of these games are available online in multiple lan-
guages to reach a global audience (Lamphere-Englund 2024). According to
the same report, one gaming platform contained 40 versions of real
terrorist attacks. Users could, for example, simulate the roles of terrorists
in Christchurch in 2019, Buffalo in 2022, Uteya in 2011 or at the Bataclan
theatre in Paris in 2015 (Report 2023).

GenAl tools can also facilitate innovative methods for planning and
executing terrorist attacks themselves by providing access to critical
information. There are also concerns regarding the use of chatbots and
cybercriminal tactics to raise funds through cryptocurrencies (Voronkov
and De Meo 2021).

Increasing attention is being paid to the spreading of information on
bomb-making, 3D-printed firearms and the potential future development
of chemical and biological weapons. For example, in the United States,
there is an online movement called “3D2A”, which links 3D printing with
Second Amendment rights, providing instructions to terrorist organi-
sations on how to use GenAl to facilitate the partial or complete 3D prin-
ting of assault weapons (Saltman and Gilmour 2025).

Finally, GenAl could also prove to be an especially dangerous tool in
the hands of Islamic terrorist organisations on the battlefield. Its potential
military applications could be considerable. For instance, there is a risk of
extensive use of autonomous vehicles as explosives (a capability that was
already partially exploited by ISIS in Syria and Irag). GenAl could
significantly enhance the operational capabilities of such vehicles, ena-
bling them to autonomously navigate to a designated target and detonate
explosives (Archambault and Veilleux-Lepage 2020). The key technology
here is that used for autonomous driving: Al, by analysing and processing
data from various sensors such as cameras and radars, allows vehicles to
perceive their environment, identify obstacles and predict traffic flow,
thereby ensuring autonomy and functionality in their surroundings. The
development of this type of technology could consequently reduce the
need for human operatives (not entirely predictable in their behaviour) in
the role of suicide attackers, replacing them with machines - in this case,
with autonomous vehicles controlled by Al (Hall 2024). It is also worth
noting that following the explosion of a Tesla Cybertruck near the Trump
hotel in Las Vegas in January 2025, concerns about the use of autonomous
vehicles for terrorist attacks have increased, especially given ISIS’s
growing use of delivery vans and passenger cars in attacks on crowded
areas (Chasan 2025).

There is also concern that extremist Islamic terrorist groups will
increasingly use Al- and GenAl-assisted drones to carry out attacks. The
use of drones by Islamic organisations dates back to the second decade of
the 21% century. For example, in 2017, ISIS announced the creation of a
division called the Mujahideen Unmanned Aerial Vehicles, whose primary
goal was to employ the unmanned aircraft as part of a long-term strategy
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to develop drone technology and adapt it for use as a weapon. In East
Africa, it has been documented that Al Shabaab used drones for re-
connaissance and to record propaganda materials. Terrorist organisations
employ drones to gather information on the location of military forces,
types of weaponry and potential troop movements. The possession of
advanced GenAl technologies increasingly allows terrorists to engage in
combat on equal terms. A new reality dominated by GenAl on the
battlefield implies that drones equipped with, or even controlled by,
artificial intelligence are becoming a fundamental tool for these groups on
the battlefield (Hope 2025).

5. Conclusions

Nowadays, there are many links between the Muslim world and
research into artificial intelligence and GenAl. Muslim scientists are
involved in global research on artificial intelligence, which stems from the
concern and, at the same time, the necessity to reconcile this tech-
nological tool with Islamic doctrine and ethics. Islamic countries remain
active in this field and are not just passive observers of how the West
operates in the sphere of Al Muslim countries are primarily seeking a
platform for integration, including reconciling Islamic principles with
technological innovations related to AL On the one hand, these activities
contribute to the development of artificial intelligence in the Muslim
world. On the other hand, they ensure that technological development in
the Al sector is consistent with Islamic doctrine and the ethical and
cultural values of Muslim societies.

A vital research initiative is the analysis of artificial intelligence
ethics from an Islamic perspective. Research focuses on pluralistic ethical
benchmarking for artificial intelligence and Islamic philosophy. Arab
countries, particularly those in the Arab League, are attempting to develop
a common strategy for the use and development of artificial intelligence.
The aim is to address the challenges that AI poses to the traditional
approach to religion and ethics. Al initiatives in Arab countries include
educational programmes dedicated to Al research centres, and efforts to
develop an ethical framework for GenAl These initiatives demonstrate a
proactive approach to leveraging technological advances while adhering
to Islamic principles.

The Islamic scholars emphasise that Al's potential to understand the
Qur’an is significant. Al can assist in the philosophical and linguistic
analysis of the Qur’an. Advanced algorithms can analyse classical Arabic,
helping to interpret the text and provide context for revelations. This can
be particularly beneficial for non-Arabic speakers seeking. Cooperation
between Muslim scientists, scholars, and tech companies on Al ethics and
Islamic doctrine is evident in ethical and philosophical research, the use of
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Islamic prayer bots, conferences that consider the relationship between
Islam and Al and efforts to raise and promote rational awareness about
the responsible use of Al in Muslim societies.

The rapid transformation of the modern world and the development
of new technologies present significant opportunities for growth as well as
new security threats. The emergence of advanced technologies such as Al
and GenAlI has raised considerable concerns regarding their potential use
by Islamic (jihadist) terrorist organisations. While these groups have been
using new technologies for a long time to achieve their objectives -
including radicalisation, the expansion of jihadist ideology, and ultimately
the execution of terrorist attacks - the progress in Al and GenAl has
almost revolutionised the operational capabilities of jihadist groups,
making them even more dangerous and unpredictable non-state actors on
the international stage.

The above analysis demonstrates that the use of GenAl by Islamic
terrorist groups undoubtedly represents a concerning new trend in the
evolving landscape of global security. These organisations are increasingly
turning to advanced technologies based on broadly defined Al to achieve
their objectives. The consequences of their use of Al and GenAl are
extensive and encompass activities across three main fields: 1) the
dissemination of personalised propaganda tailored to the age and gender
of the audience, the creation of sophisticated disinformation campaigns,
including the conduct of a “hallucinatory war” aimed at producing false
media content to incite violence, spread fear and generate chaos; 2)
interactive, selective (also based on age and gender criteria) recruitment
and radicalisation through enhancing the appeal of violent content
disseminated online, the personalisation of conversations via chatbots
acting as recruiters for terrorist organisations, the use of online games
embedding jihadist ideology and the expansion of deepfakes; 3) the
enhancement of jihadist organisations’ technological capabilities on the
battlefield through the deployment of far more complex technologies and
the widespread use of GenAl-controlled drones and autonomous combat
vehicles to carry out terrorist attacks.

In summary, the above analysis indicates that while GenAI possesses
many valuable features and offers significant potential for progress, its
misuse by entities such as Islamic terrorist organisations carries sub-
stantial risks. GenAl creates the potential for an almost revolutionary
transformation in jihadist operations, both in terms of speed and scale. It
enables the conduct of a highly effective “hallucinatory war”, the exertion
of specific influence over individuals (deliberately and selectively targeted
chat-recruitment victims), and can thus be used for the rapid radicali-
sation of selected individuals or social groups, the expansion of jihadist
ideology and the effective execution of gital (Mostfa 2021, 1-17).

Al and GenAl thus enable Islamic terrorist organisations to feel
increasingly confident in the realm of new information and communi-

Journal for the Study of Religions and Ideologies, vol. 24, issue 72 (Winter 2025) 44



Katarzyna Czornik Al and GenAl as Tools in the Hands of IslamicTerrorist Organizations

cation technologies. Al and GenAl have become highly effective tools in
the hands of jihadist groups, and their ease of use, widespread and nearly
unlimited availability, combined with weak safeguards, make them what
can be described as intensifiers and catalysts of jihadism. In light of this
emerging trend, political decision-makers at the global level should
closely cooperate to develop unified strategies to counter the misuse of
GenAl by terrorist organisations. By taking appropriate international mea-
sures to reduce the risks associated with GenAl use by jihadist groups, it is
possible to create a secure environment where “hallucinatory war” has no
place. At the current stage of GenAl development, this appears both
feasible and necessary, as although a “terrorist chatbot” does not yet exist,
the technological infrastructure, deep social vulnerability and even
greater determination on the part of jihadist organisations are already in
place.
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